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2021 has been an actve year n the

preventon of money launderng, wth

many countres enactng new or

updatng ther regulatons on AML.  In

2021, countres took regulatory steps,

especally on crypto, and awareness of

ths ssue ncreased. 

In ths report, we hghlght the AML

ndustry's top complance challenges,

regulatory focus, and crme trends n

2021. Keep readng to learn more. 

Foreword

Regulatory pressure contnued
for nsttutons at rsk of money
launderng n 2021.

AML ANNUAL REPORT 2021 3

https://sanctionscanner.com/


ABN AMRO

Fne: $574,000,000 

ABN Amro has agreed to pay

$574 mllon as part of a

settlement wth Dutch

prosecutors for serous

shortcomngs n AML.

Customers engaged n

crmnal actvtes abused

ther bank accounts. 

Top 5 AML Fnes n 2021

BANK JULİUS BAER

Fne: $79,000,000

Julus Baer, a Swss bank,

has admtted to consprng

to launder over $36 mllon n

brbes to FIFA offcals

through the Unted States.

The bank sgned a deferred

prosecuton agreement and

was ordered to pay a fne of

$79 mllon for ts role n the

FIFA money launderng

scandal.

DNB ASA

Fne: $48,000,000

DNB ASA, the largest

fnancal servces group n

Norway, was denounced for

money launderng faults and

fned $48.1 mllon. The

Norwegan regulator sad a

routne regulatory revew

revealed serous volatons

n AML complance.

RİETUMU BANK

Fne: $6,900,000

Retumu Banka was fned

$6.9 mllon for AML and ant-

terrorsm volatons.

Irregulartes and

defcences were dentfed

and t was determned that

the bank underestmated the

rsks of payment servce

provders. 

SWEDBANK AB

Fne: $5,500,000

Nasdaq Stockholm

dscplnary commttee has

ordered Swedbank AB to pay

$5.5 mllon for AML falures

and volatons of rules on

dsclosure and classfcaton

of nsder nformaton.

DEUTSCHE BANK AG

Fne: $1,960,000

The Reserve Bank of South

Afrca (SARB) mposed an

admnstratve penalty after

the supervsory authorty

found weaknesses n

Deutsche Bank's AML

nternal controls followng a

2019 revew. 
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TIGHTENING UBO LAWS

Under AMLA, the Fnancal Crmes Enforcement

Network (FnCEN) requres certan companes to

provde nformaton about the benefcal owner

of the reportng company, along wth the

dentty of the person applyng to form or

regster the company. Ths s part of the trend to

collect more nformaton about your customers.

Customer due dlgence s now a more complex

and lengthy process to gather the rght types of

nformaton. Ths goes hand n hand wth the

Corporate Transparency Act (CTA), whch

requres fnancal nsttutons to verfy customer

nformaton aganst FnCEN's Ultmate Busness

Owner (UBO) records. Verfyng UBO nformaton

can be costly and tme-consumng, and

especally snce most countres do not publsh

publc property records. 

The beneft of better software s that most

complance processes can be automated,

whch helps keep costs down.

TRADE-BASED MONEY LAUNDERING ON

THE RİSE

Trade-based money launderng refers to the

process of movng funds through busness

transactons wth the am of concealng ts

source and rentroducng money nto the

legtmate fnancal system. In March, the

Fnancal Acton Task Force (FATF) and the

Egmont group released a new report on the

rsk ndcators of Trade-Based Money

Launderng. The report was publshed to

assst the prvate and publc sectors n

recognzng suspcous actvty n overseas

trade.

contnue to talk about TBML as ndcated by FATF’s latest

paper on the subject, released on December 9, 2020, along

wth the Egmont Group of FIUs. But just as n the past, ths

paper does not propose anythng concrete n terms of TBML,

just more handwrngng about what a serous and complex

problem t s, and how countres need to nclude TBML n ther

Natonal Rsk Assessments. (Yawn). 

-Ross Delston, Attorney + Expert Wtness

Reference from the Expected AML Trends n 2021 Report 

Trade-based money launderng (TBML) wll contnue to

be a major topc. FATF as well as jursdctons  near and BETTER SOFTWARE, BETTER

TECHNOLOGY

Regulators are forcng banks to use

better software and ncorporate

emergng technologes. As fnancal

scammers get smarter wth ther

approach, the only way banks can

combat s a technology that fts

these capabltes and can adapt to

new threats. 

AML Challanges and Trends
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CRYPTO REGULATION

To prevent the msuse of cryptocurrences for

money launderng and terrorst fnancng, the

Fnancal Acton Task Force mplemented the

Travel Rule n June 2019. However, by June

2021, only 58 of the 128 reportng jursdctons

had mplemented the revsed FATF standards. 

In the frst half of 2021, Ireland took drastc

measures to regulate crypto-based frms by

forcng all Irsh VASPs (Vrtual Asset Servce

Provders) to regster wth the country's Central

Bank wthn a three-month perod. South Korea's

Fnancal Intellgence Unt (KoFu) has also

mposed smlar regstraton requrements on all

crypto provders, statng that "any local crypto

platform that does not comply wth the new rule

wll be completely banned from operatng n

South Korea." In September, Ukrane formally

passed the Draft Law on Vrtual Assets. 

Pror to that, Cuba passed a law to recognze

and regulate cryptocurrences, Panama s

currently n the plannng stages for new

cryptocurrency regulatons. Other countres

that support crypto-related AML regulatons

nclude the UK, UAE, France, Swtzerland,

Germany, Netherlands, Thaland, Japan, and

Australa.

INNOVATION AND SAR REFORM

The Federal Depost Insurance Corporaton

(“FDIC”) and the Offce of the Currency

Controller (“OCC”) have fnalzed parallel

Proposed Rule Formaton Notces (“NPRMs”)

enttled Exemptons for Doubtful Actvty

Report Requrements. Regulators have

proposed amended regulatons that, f

fnalzed, would allow fnancal nsttutons to

grant broader exemptons to SAR flng

requrements n conjuncton wth nnovatve

complance approaches. 

Whle FnCEN and federal bankng nsttutons

have supported nnovaton over the past few

years, the prevous acton has not resulted n

any tangble regulatory change to meet these

goals. The NDAA and NPRMs provde a

pathway to a clear regme that wll gve

fnancal nsttutons confdence that well-

ntentoned efforts to test and advance the

use of technology n fnancal crme

complance wll not themselves produce

adverse regulatory consequences.  
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UNITED ARAB EMIRATES

Duba has set up a specal court to tackle money

launderng challenges, whle the Natonal

Commttee to Combat Money Launderng and

Terrorsm and Fnancng of Illegal Organzatons

(NAMLCFTC) ntroduced new regulatory

requrements for vrtual asset provders n

September 2021. In addton, all vrtual currency

provders, ncludng cryptocurrences, are

requred to comply wth the travel rule of the

FATF under the AML framework.

HONG KONG

As part of Hong Kong's bennal roadmap to

promote the adopton of Regtech n bankng, the

Hong Kong Monetary Authorty (HKMA) ssued

new ant-money launderng gudelnes n 

Aprl hghlghts the benefts of combnng data

from nternal and external sources, proactve

data analyss.

PHILIPPINE

In January, the Phlppne government

expanded the scope of the Ant-Money

Launderng Act (AMLA) to nclude overseas

gamng operators, real estate developers, and

brokers wthn the  AML framework. Later n

February, the country's central bank revsed

the AML/CFT rsk assessment framework and

ntroduced a four-pont ratng scale to make t

easer for companes to assess rsks and the

qualty of ther ant-money launderng and

counter-terrorsm fnancng programs.

AML Regulatory and Regulatons
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IRISH

Irsh Crypto Companes Are Now Subject to

AML/KYC Rules. The Central Bank of Ireland

announced that as of Aprl 23, Vrtual Asset

Servce Provders (VASPs) must regster wth

the Central Bank and comply wth AML and

Counter-Terrorsm Fnancng (CFT) oblgatons.

VASPs have three months to comply wth the

requrements or face crmnal prosecuton f

they contnue to operate n Ireland. The new

requrements wll remove the ablty for Irsh

users to buy, sell or trade cryptocurrency

anonymously.

UNITED STATE

FINCEN SETS FIRST NATIONAL PRIORITIES IN

ANTI-MONEY LAUNDERING

In June, FnCEN, the U.S. Department of the

Treasury's Offce of Foregn Asset Control

(OFAC), and other regulators outlned natonal

prortes for combatng money launderng and

terrorst fnancng.The prortes are to gude

fnancal nsttutons to focus ther AML

programs on the most relevant threats  to the

US fnancal system and natonal securty.

Prortes nclude Corrupton, Cybercrme,

Fnancng of terrorsm, both domestc and

nternatonal, Fraud, Transnatonal crmnal

organzatons, Drug traffckng organzaton

actvty, Human traffckng and smugglng, and

arms fnancng.

EUROPEAN UNION 

Legslaton desgned to strengthen the EU's

AML rules and harmonze enforcement among

EU member states was announced by the

European Commsson n July. The legslaton

ncludes: (1) the establshment of a new EU

money launderng authorty; (2) a new EU

rulebook for AML regulatons specfcally to

make consstent EU regulatons, ncludng

clent due dlgence and benefcal ownershp;

(3) the sxth drectve on AML, replacng the

fourth AML drectve; and (4) the revson of

the 2015 regulaton on fund transfers to

montor cryptocurrency transfers. The new EU

Ant-Money Launderng Authorty wll be a

central EU authorty, coordnatng wth

natonal authortes to ensure that the prvate

sector apples EU rules consstently. The new

authorty wll also drectly oversee some hgh-

rsk fnancal nsttutons operatng n more

than one EU country. The new authorty wll

also drectly oversee some hgh-rsk fnancal

nsttutons operatng n more than one EU

country.
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OFAC HAS RELEASED THE SANCTIONS

COMPLIANCE GUIDE FOR THE VIRTUAL

CURRENCY INDUSTRY

The U.S. Department of the Treasury's Offce of

Foregn Assets Control (OFAC) has released the

Sanctons Complance Manual for the Vrtual

Currency Industry to assst the vrtual currency

ndustry n mtgatng these rsks. OFAC

complance oblgatons apply equally to

transactons nvolvng vrtual currences and

transactons nvolvng tradtonal fat currences.

Members of the vrtual currency ndustry are

responsble for ensurng that they do not engage,

drectly or ndrectly, n transactons prohbted by

OFAC sanctons, such as dealngs wth blocked

persons or property, or prohbted trade or

nvestment-related transactons. 

FINCEN WARNS ART AND ANTIQUITIES

TRADERS OF NEW AML MEASURES

In March, FnCEN ssued a statement requrng

the term "fnancal nsttuton" to cover

ndvduals who trade antqutes, thus

requrng the art and antque market to submt

suspcous actvty reports (SARs) for certan

transactons. The notce provded a summary

of the nformaton that can be expected

regardng SARs for antque dealers.

FINCEN SEEKS COMMENT ON AML RULE FOR

DIGITAL ASSET TRANSACTIONS

In January, FnCEN extended the comment

perod for the newly proposed rulemakng

regardng convertble vrtual currency (CVC)

and dgtal assets (LTDA) transactons wth

legal tender status. Under the proposed

FnCEN regulatons, both banks and money

servces busnesses wll be requred to report

record, and verfy the denttes of customers

nvolved n transactons above certan value

thresholds. These regulatons wll only apply

to CVC or LTDA wallets that are not hosted or

assocated wth fnancal nsttutons. The

proposed rule requres banks and

cryptocurrency exchanges to nsttute

advanced know-your-customer (KYC) and

record-keepng processes for any

transactons nvolvng over $3,000 un-hosted

wallets. Banks and exchanges wll also be

requred to report any transacton exceedng

$10,000 to FnCEN wthn 15 days. 
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FATF Trends
Publcatons
n 2021

TRADE-BASED MONEY LAUNDERİNG:

RİSK INDICATORS

Trade-based money launderng s one of the

most complex and wdely used methods of

money launderng. Crmnals use legtmate

tradng transactons or networks to hde and

move the proceeds of crme around the world.

FATF and Egmont Group FIUs have publshed a

report on trade-based money launderng -

trends and developments The report provded

detaled nformaton on emergng rsks. It also

outlned a set of best practces to help

authortes mtgate ths money launderng

threat.

UPDATED GUIDANCE FOR A RISK-BASED

APPROACH TO VIRTUAL ASSETS AND

VIRTUAL ASSET SERVICE PROVIDERS

In October 2021, the FATF updated ts 2019

Gudelnes for the Rsk-Based Approach to

Vrtual Assets and Vrtual Asset Servce

Provders (VASPs). Ths updated Gudance

forms part of FATF's ongong montorng of

vrtual assets and the VASP ndustry. VASPs

are subject to the same relevant FATF

measures that apply to fnancal nsttutons.

Ths gude wll help countres and VASPs

understand ther money launderng and

counter-terrorst fnancng oblgatons and

effectvely mplement the FATF requrements

as they apply to ths sector.

MONEY LAUNDERING FROM

ENVIRONMENTAL CRIME

Ths FATF Report descrbes the methods

crmnals use to launder the proceeds of

envronmental crme, as well as the tools that

governments and the prvate sector can

mplement to curb ths actvty. When properly

mplemented, the FATF Recommendatons

provde effectve tools for pursung these

llct fnancal flows. Envronmental crme s a

'low rsk, hgh reward' crme. 

In many countres, lght sanctons for

envronmental crmes, as well as lmted

efforts to track and elmnate profts, make t

a lucratve but safe source of ncome for

crmnals. Therefore, the FATF conducted ths

work to ncrease understandng of the scale

and nature of money launderng threats from

envronmental crmes and to strengthen the

response between the publc and prvate

sectors.
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P A N D O R A

P A P E R S

The Pandora Documents leak contans 2.9

Terabytes of nformaton released by the

Internatonal Consortum of Investgatve

Journalsts (ICIJ) effectve October 3, 2021.

Nearly 12 mllon documents, examned by

more than 600 journalsts from 117

countres, also revealed the secrets of many

state leaders. 

Descrbed as the most comprehensve

fnancal prvacy dsclosure ever, the

Pandora Documents features pctures,

charts, documents, and emals from 14

dfferent fnancal servces companes.

In Pandora Paper Ukranan Presdent

Volodymyr Zelensky, Lebanese Prme

Mnster Najb Mkat, Kenyan Presdent

Uhuru Kenyatta, Ecuadoran Presdent

Gullermo Lasso Mendoza, Czech Prme

Mnster Babs, Kng Abdullah of Jordan, Chld

of Chlean Presdent Sebastán Pñera, and

former Brtsh Prme Mnster Tony Blar,

Pandora It's n your papers. In addton to

poltcans, many famous names such as

Shakra, Clauda Schffer, Julo Iglesas, Rngo

Starr, Elton John accompany the poltcans.

Pandora Papers, reportng the

fnancal transactons of world-

famous leaders and poltcans, has

emerged.
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Get n Touch

Sancton Scanner s an artfcal ntellgence-supported

complance software that offers solutons to prevent black

money and terrorst fnancng n the feld of Regulatory

Technologes (RegTech). Sancton Scanner has 3000+ sancton

lsts of 220+ countres, montors and analyzes ths data

nstantly, and presents t as a report to ts users. Also wth

Transacton Montorng tool montors customer transactons n

real-tme to detect hgh-rsk and suspcous transactons. 

Today, we play an actve role n the fght aganst fnancal crmes

of nearly 300 companes n +40 countres and provde software

servces, our am s to fght fnancal crmes. Jon us and let's

fght fnancal crmes together.

27  O l d  G l o u c e s t e r  S t r e e t ,  L o n d o n ,

 U n  t e d  K  n g d o m,  WC1N  3A X

+44  20  4577  0427

Yıldız Techncal Unversty - Yıldız Technopark

C1 - No:106-2, Istanbul, Turkey

+90  (212 )  963  01  84

 n f o @ s a n c t  o n s c a n n e r . c o m
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